t' Procedure for Receipt, Handling,
n e I m and Tracking of Abuse Reports

This document outlines the procedure for the receipt, handling, and tracking of abuse reports
concerning domain names under Netim's management

This procedure is in compliance with the 2013 ICANN Registrar Accreditation Agreement about
generic domain names as of 5™ April 2024.

How to report an abuse (general purpose) ?

Use the online form at the following URL:
https://www.Netim.com/submit-a-complaint.html

First of all, you will be asked to provide your identity and your email address to proceed with your
report. Then you will need to select a complaint topic, fill in the involved domain names and detail as
much as possible the purpose of your complaint.

Points of contact:

You can also find the following points of contact for example in domain whois lookups.

1. Dedicated line at +33.972307476
We are not processing any abuse report by phone. You will get an auto-responder and will
straightly be redirected to the online form.

2. Email address abuse@netim.net
We are not processing any abuse report by email. You will get an auto-reply with a suggestion
of actions according to the common abuse cases. To submit us a complaint, you will straightly
be redirected to the online form.

Notes:

* Only online form submission on our website must be considered as compliant with this
procedure. Make sure to provide accurate identity details and a functional email address. In
addition, if you act on behalf a customer, upload the corresponding PoA.

* Only the receipt of a tracking number must be considered as a successful submission
to Netim. A receipt will be sent to the reporter’s email address in order to demonstrate that the
abuse report has been submitted.

* Please make sure to provide as much detail as possible so that we can investigate your report
quickly.

* The number and type of attachments is limited. If a file must be provided, please use plain-text
or PDF format wherever possible to ensure all information is readable. If relevant, submit
screenshots to demonstrate the complaint.

*  Submit your reports in English or French only.


https://www.netim.com/submit-a-complaint.html
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* Automated submissions will be deleted without view or response. The online form is designed
for people reporting abuses, not automated systems. We don’t provide any API.

Grievance Officer for India

As service provider and accredited registrar in India with NIXI, Netim has be compliant with Indian
Information Technology Act, 2021.

If you are a resident in India only, you may also contact the appointed Grievance Officer.
Please send your inquiry in english to:

Name: Bruno Vincent

Email: grievance-officier@Netim.net

Kindly include the following information:

e The domain names in question
¢ Your complete name

*  Your email address

» Brief description of the issue

How to report an abuse by law enforcement ?

Alternatively, Law enforcement, consumer protection, quasi-governmental or other similar authorities
can submit their request for illegal activity to the dedicated point of contact below:

1. Phone: +33.972307474

2. Email address: law-enforcement@Netim.net

In both cases, you will be required to state your firstname, lastname, organization name and email
address so that we can process your request.

Well-founded reports of lllegal Activity will be reviewed within 24 business hours by an individual who
is empowered by Netim and will take necessary and appropriate actions in response to the report.

Overall process for handling domain abuse reports

1. We receive an abuse report from a valid, reliable source, and compliant with this procedure,
determined as such at our sole discretion.

2. The report will be reviewed by our abuse team and the client account manager in charge of the
involved domain names. If the reported abuse falls out of our control and/or responsibility, the
reporter is notified accordingly.

3. If the report is deemed real and acceptable, the client account manager, and the Reseller if
any, will coordinate with the Registered Name Holder (RNH) to begin the corresponding issue
resolution process.
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We will continuously follow up with the RNH to see that the reported issue has been resolved.

If resolution is not in place by the mandated timeframe, we will take further action and follow up
continuously with the RNH until resolution is met.

We will coordinate with the registry if suspension or termination of the domain registration is
needed.

Resolution process concerning Whois inaccuracy information

1.

3.

Notes:

Within 2 business days from the receipt of the claim, we start the investigation of the WHOIS

data by sending an email to the Registered Name Holder (RNH) and to the Client Account
Holder (CAH) in copy.

RNH or CAH is expected to send to us all documentation he deems acceptable in order to
prove the accuracy of Whois data within 7 days.

Failure to respond by the mandated timeframe to our inquiries will led to a failure of the
resolution process.

We will study all documentation received and will decide either:

o to confirm the legacy of the documentation and the accuracy of the current Whois data.
Then we close the resolution process with success

o to confirm the legacy of the documentation and the inaccuracy of the current Whois data.
Then we update them and close the resolution process with success

o to confirm the non compliance and the failure of the resolution process. In such case, the

domain name is suspended or deleted according to the registry policy and RNH / CAH are
notified.

Inaccurate information on a domain’s Whois records must be updated in a timely manner. As the
Registrar, we are responsible for maintaining the Whois for all domains registered through us,
ensuring the information provided therein is up-to-date and accurate.

Resolution process concerning cybersquatting and Trademark infringements

Within 2 business days from the receipt of the claim, we can forward by email your complaint
to the Registered Name Holder (RNH) and to the Client Account Holder (CAH) in copy.

If you want to contact the RNH, please use the following online form:
https://www.Netim.com/reqgistrant-contact-form.html

If you ask us to share the RNH contact information:

o If these information is publicly available, we will send you the current Whois data.
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o If these information are not disclosed in Whois database but available through a registry
process, we will advise you how to proceed.

o In other cases, if the RNH is subject to the GDPR law (“General Data Protection
Regulation”), whose contact information is not disclosed in the Whois database, and not
available through a registry process, you will have to send us a formal request. This letter
must be sent in writing and be compliant with GDRP law.

Notes:

Netim, as a Registrar, is only a technical and administrative intermediary between the Registered
Name Holder (RNH) and the corresponding Registry. As such, Netim is not responsible for any
trademark infringements caused by domain names under our management and registered by our
clients.

In addition, based on a claim, Netim is not legally competent to carry out any measures such as
suspension, deletion, revocation or transfer of ownership.

These actions can only be carried out following a court decision against the RNH or any other dispute
resolution procedure concerning domain names such as the ICANN’s Uniform Domain-Name Dispute-
Resolution Policy (You can read more about that policy often called the “UDPR” and how to submit a
claim here: https://www.icann.org/resources/pages/help/dndr/udrp-en) or available alternative dispute
resolution processes with the corresponding registry.
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